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TICOil/l 


ON GBEiUN D: CIHiSHS 

•1 

NotOu, from an interrogation of V/ILijSL.: THOEA, of von 
HIB 3G!'iT! . V'P * a pere ora I a tu i f . 

1. The attached notes, frou an P*B, I. field 
interrogation of WILSSLi ® r 033A have been forwarded 
by Director SID ETCUAA. 

2. TK0B1/I had previously been a Gerv.ian Eiebassy employee in 
Mexico City (1933-1940) and Santiagofl 940-1 943) 

3« The notea are in two parts :~ 
aj BIX)CICViilFAIIBEN and 

b) (>EUNDVK’i?«'JIRaK and appear to include THOrid * a entire 
knowledge of German cryptographic systeus. He has now been 
cleared for release. 
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I. I, PI0CKVSPPAKK5N W 
(Cl. -a PAD-ENCOX3E) 


1 « "Deui?acher Satzbuch" Thi3 is a German language code book which ia 
used in first placin_ a message into a numoer code. It was not regarded 
by the German Foreign. Office, as being secret (Jliicht geheim") .F. 0, missions 
in the English speaking countries used an "Englische satzbuch "which 
similarly gave a five figure code for Jgngliah words. Although not secret 
and not a commercial code, the "satzbuch" v/aa used only by tiio German P. 

0. and not by othei branches of the government, in all Latin America, 
German embassies and consulates imed the "Deutsche., satzbuch". The 



"Engliache satzbuch" is believed to have been used in the U<S. 


2. The "t.iiVernb lock" (cipher pad) wta tried in the next step,. The block 
consisted of 100 sheets of paper consecutively numbered from 1 to 100, 

Each sheet "bJock blate" had printed on it 8 lines of 5 digit numbers, 

6 groups per line— a total of 4t of the 5 digit groups per page* 

a. Security • The numbers on the pad were believed to be chosen 
on a lottery baaTe, but a machine was not known to have oc.n used. The 
"blu dcs"v. rc made up in duplicate in Berlin, where one copy was kapt 
for decoding, while the other copy was sent to the foreign Embassy, The 
pads were bound in paper, threaded with thread, tho ends of which’ wore 
scaled to the beck of the pad, Tne shoeihj themselves were perforated and 
could be cut out of the pad, ora at a time, with a knife. Each page was 
used for out one message. Used sheets were, kept for one month 

(in Mexico and CT.iio) and then burned, 

b, Uno : numbers on th^ "block !: sfce^t, wer*. added to the message as 
it hid come out of the "Satzbuch". The blocks were of different colors 
and each consulate used only one color. In Berlin this assist -d in easily 
finding the proper pad i'pr decoding. 

3. Sample; 

"und" - 76500 (from "satzbuch") 

891 42 (from "block") 

final message- 55 642 (add without carrying) 

Sample message fcom, e„g. Mexico embassy to Berlin Foreign Office; 

(cable address) (nuig.no. )( day of month) (block no.) (page No) 
"Auswartige Berlin. 155/2 4 87/34 

XXXXX XXXaX etc. (coded mesaage)_,XLJ£ 4XX1X 00020" 

(no. of secret groups) 

Note that the group indicating "block" and page number was usually 
a 4 digit group — possibly always. Also if thi- group 'was followed im- 
mediately by a plain text "zwe-i" (two), this meant that the 2nd half of 
the page- the last 24 groups" were being used. This wa,. sometimes don.j 
when the supply of pads ran short, 

4* Decoding 

TJhe process is obvious from the above dance it only involves doing 
the process in reverse; 

1 ) Proper cipher page is selected and th- groups are subtracted 
from the mu a sage groups. 

2) Th^P results number groups which are turned into words by looking 
up the numbers in the "Satzbuch". 

/ As long as the cipher pads are secret and not in unauthorized hands, 
the Gorman Foreign Office felt the above code to oe highly aecin'fl- 


II. QRUKDVBRPA HREi: 

( , Ground”or "inr.ic") 

Tb-io is a nxox-e yonip.l d ccted method of ..-i'lc/i.n ns wRi.-h rmV.--., use of fcha 
following; 

1. The Satzbuch (described aoove) 

2. A cipher book of two , typus : 

a. "Tangena Tafol" (tangent tablo) T.T. 

b. "G-raa Tafol" (degree or graduated table) o. T, 

Either or both nay bo used. 

3. "Schlusoc-lblock" (key pad) 


This system involve; : 1 -coding by use of the "satzbuch ",2-making the 
message secure by adding numbers ire;.! the cipher books, 3- 'including in the 
message an indicator a;, to how th* cipher book was used. In the latter, the 
* key pad" is u?ad. 

1 . ^Sa trbu ch" 

tSIVTs first used to change word 1 and phrases into § digit 
groups is in the "block" system. 


2. Cipher books 


a. 


Since two books were used, variation© wore potaible. 

Using only the "Van -;ens T afol "( tango nt tab Is ) 

"(This was used in Mexi co City up until 1940 ar.d possibly 
thereafter, according £o tlio informant.) 

B eacription of " T an genjTaf cl"; This i© a 100 or 200(?) page 
book which served as a substitute fox a cipher pad, i.o. . it provided groups 
<■, ><:' 5 Pi -its t I:c added to the "oatol-ueJi" occults., -,h ptv,c: c onsistsed of 50 
•li ne a which 1 (.ere o ons c on s ivc 3y * no. ;b exed s • 1 1 -.nt i he cut ire !. o k e . nt i. i nc d 
’10j000(or 9999) lines, (Xnforisant not sure of* number v-V pages but ositivo 
.that each y., c lincl 50 linos, md that the linos wore numbered only in 4 digits- 
ijO^, from ov^l t-' 999 )*) ■ ' 1 • • • ! s 

Each lino had 6 groups of 5 digit numbers. Exa..tple of pa (J c 1. 
lino no. 

0001 
0002 
0003 


a > o i 

0050 


Random Group s 

56142 61513 00412 06111 71538 63254 

0 • 6 * * 4**94 4 I 9 4 4 * * • 4 4 ••«>« 4***4 

(300 random groups pur page) 


* » 0 .1 0 I t I M Cftsfi 
I Ml « • # 1 M 1 a t g ■ 


. * Q **4*6 


page 2 
G051 
0052 

a o * • 

0100 


• »t*9 4** 4 0 0 4 # • # *«4tO «tm 41*11 


4*4*0 G 4 « 4 Q 0 3 t t t 0*1493 3*4** t t 1 S I 

4*4*0 *0*4# MMt # 0 4 • tt 0 0 4 » O Oi>G4» 


page 101 
line no. 

05ffi — “ 
0502 


Random gr ou ps ~ 

54968 49597 OO69O 04999 39572 47o56 


4**4 


0550 


44404 * * * • 3 4 4 1 0 4 C 4 C G C • D J O 3 5 4*0 »• 


(Compare line 0501 v. r ith 0001 and note that the mailers arc correlated 
so that when added together they evual 0000C. Further explanation later) 


Encod in g the mo© sago ; In encoding from the Tange ns Tafel, to the 
Satzbuch result is added 2 groups from the Tangens Tafel® The code worker 
arbitrarily chocs ed £ lines from the T.T, (Ha bn a 9999 to choose from). 

He adds the groups of both these line© to the satzbuch group. Example: 

plain text an d 

Satzbuch' no, for "unci" 76500 


TO! SEJEET 


-4- 


1 




Thus the final nwpKij . nonai.. fc& of 
enood.w'l 0.8 above . 


.•) r 1 . »i - err tu. >a win <">H lwo hnorv 


Any two lines in th- T.T. may bo chosen by encoder, one starts with 
the first group in that .lx no .n<, rxleb tlv. random groups found there (6 
to a line) consecutively. If the message i.- longer than 5 groups the 
groups in the following lint; a arc used. A second lino i£ tn~n chosed and 
another series of groups added to the ness ages. 

Indicating of l i nos of T T , whi ch wore used. jThie is indi cat e d 
in the f inal" iieo-jage" 1 by — a" gr"oup _ o"/" t~ "lotwvj” 
u.g. X A Q Y ETSO 

The first 4 indicate the 1st line used end the la. t 4 indicate 
the Sad line (eg groups in the T.T. ) which v/ac weed. Those letters, are 
arrived at t l \ _,n (l) adding from t. s: ;c.?.l -r.^oor ; £ -CnS'^coriSxjitfinc; result 
to let fee i;; 'V'' t ' ; i.e r. the cover of the T.T. 
i ). ;«• •/ 11 c.i her ; -? .d 

' ~ , 3" 5c yi ■■■'■■ 1 • 

_____ 'j'kithirs 42 : bhcit.M1'f >r each ; .until* * 

J :iy o ic' Moduli t like b; e X: .r. ;s r i- I. 

15 ' 1- ’id line.; i\ c <■■.! -ix .lij' dc cni-ik'. ' -.n 
h ; . :f -C.:jU in . nt 2 rn a line. 

Two 4 digit ;;r ups per line. 




___ - J _ ^ 

■ 


1-2 

43 0 2 5419 

3-4 

71 Dy 4022 

v ~f~ ; 

f '* * 'i t t * 3 

27-28 

0 i J L 0 ? t • 

23-30 

• ^ * • 0 e a 

31 

* W U O 

day oi 

f 2 four i 

month 

groups j 


This is used a. the first ..stop in disguising the numbers of the lines 
in the T.T, which wore used in moling the ae „ age, suppose lines M2 
and 7015 of the T.T. wore used md the rsesaa e was- sent on January 4-th. 

04-12 701:> 
add* 7109 4022 

result • 7591 1037 

ii) Use of table on cotrer of T.T. 


Note that the iin„s used in the T.T. to encode the message have 
now been encoded from the small cipher pud so a-, to result in an 8 digit 
number . (e.g, 759 11 037 ). This is now converted into an 8 letter group thru 
use of a table printed on thv inside cover of the T.T, This ra y be called 
the Line Key Table (LET) it contains 2 1 ) the numbers 01 to 95 , 2) with 
two letters given - a vowel and a consonant - to equal each number, 10 
consonants and 5 vowels were used. Informant could not recall exact 
consonants. 

LEG EET T.; .31,3 


nB-OI 

FA-1 1 

EB-21 

-31 


AF-02 

FE-12 

iP- 



AG-03 

FI-13 

EG- 



AN-04- 

10-14 




AZ-05 

FU-15 




BA-06- 

GA-1 6 




BE -07 

(23-17 


HS-37 


BI-08 

GI-1B 




BO-Oy 

GO-19 




BU-10 

GU-20 

-30 

—> 40 

-50 

-51 

‘-6l 

-71 

“81 

PA -91 


EE 


nT 


declassified 


The line numbers vfhich have already been encoded by adding numbers 
from small cipher pad are now converted to letters (3 letter group) thru 
use of above table, E.G-. 

75 yi 10 57 
NU PA Bti Hi;* . 

Pinal line indicator it appears in the message. 

Sample final message: 

No. of key T.T. 

cipher pad lines 

mag. no. ti^te of Mo. us ed( small) indicator 

141/04 41604 NUIA3UII3 


00QXX" 

no. of socret groups 


"Auawartige Berlin 
05754 71239 54521 , 


Decodings ; 

1 ) The decode requires the receiver to have a duplicate small 
cipher pad, the number of which is indicated by the second number group. 

(see example above). It also requires an exact duplicate Tnhgenn Tc.fel. 

2) The number groups from the T.T. which were added to the message 
are determined flom the 8 letter group (group 3) in the messages 

a) Letters are changed to numbers from the table on the cover 
of the T.T, b) From these 8 numbers are subtracted the appropriate numbers 
on the small cipher pad; c) to result in two groups of 4 numbers which 
indicate lines in T.T, from which groups have been added to the message. 

3) At this point a procedure is introduced which simplifies the 
mechanical work of decoding. RatJjor than subtracting twice (i. e. subtmet- 
ingeach group which had been added in encoding) the T.T. is so constructed 
as to permit decoding by addition process only. 5000 is added to each of 
the line indicators resulting in <- n&w lino indicator (a complementary 
line indicat or). Then the two seta of groups indicated by the "complementary' 
line indicator" are added to rather v.han subtracted from the encoded message. 
This results,* hcftVovor, iri totaling tip to the sane number(Sutzbuch number) 
as was found in the original message. 

This process of the Tangens Tc.fol is called its secret. It is 
quite simple, however. The first 5000 lines of numbers (chosen by lottery) 
aro complemented by the next-' 5000. The latter 5000 are so made up as to ' 
result in 0000 when added to the 5000th lino preceding it. See example 
on pages 1 and 2 (supra) 

Sd-rat group on line 0001 when added to first group on lino 5001 
will equal 0000. Same is true of 4th group on lines 3433 and &- 33 » for 
example. etc. So - 

When 5000 is added to lino indicators and the groups in these 
complementary lines ia added to the message (rather than subtracting the 
groups used in encoding) the desired result is achieved. 

4) Upon completing the above, the message is readily changed 
from numbers to words by use of the "Satzbuch”, resulting in the original 
plain toxt message. 

b- Grad Tafol (G, T. ) Variations 
According to informant, the G.T. is identical in theory to 
the T.T. but merely uses different numbers. 7t mav he* 
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but no difficulty is encountered < long as both encoder and decoder follow 
th . correct current procedure.' 


Comments of Informant 

T.T. and G.T, system i.' regarded as secure. However, it is 
troublesone and tims-cons tuning both i.n encoding aid decoding. The key to 
the security of th; system lies in the fhvtll cipher pad which is used to 
disguise the line indicators. 


I 




J- 


The line numbers which have already been encoded by adding numbers 
from email cipher pad are now converted to letters (-8 letter group) thru 
use of above table. E.G. 


75 91 10 37 

NU PA BU Hh 

Pinal line indicator as it appears in the message. 
Sample final message; 


"AuawSrtige Berlin 

05754 71 265 54521 . 


& if 


mag. 


No, of koy 
cipher pad 
no. Kato of Mo, us ed( small) 
141/04 41604 


oooxx" 

no. of socret groups 


T.T. 

lines 

indicator 

NlttABUHE 



Decoding:; : 

1 ) The decode requires the receiver to have a duplicate small 
cipher pad, the number of which is indicated by the second number group. 

(see example above), it also requires an exact duplicate Tafcgeno Tufel. 

2) Thu number groups from the T.T. which wore added to the message 
are determined fiom the 8 letter group ( group 3) in the message: 

a ) Letters are changed to numbers from the table on the cover 
of the T.T, b) From these 8 numbers are subtracted this appropriate numbers 
on the small cipher pad; c) to result in two groups of 4 numbers which 
indicate lines in T.T. from which groups have been added to the message, 

3) At this point a procedure is introduced which simplifies the 
mechanical work of decoding, ffcvfc&or than subtracting twice (i.e, subtract- 
ing each group which had been added in encoding) the T.T. is so constructed 
as to permit decoding by addition process only. 5000 is added to each of 
the line indicators resulting in ndw line indicator (a complementary 
line indicator), Then the two seta of groups indicated by the "complementary' 
line indicator" are added to rather >han subtracted from the encoded message. 
This results,' hrfl-Vovor, in totaling up to the same nur.be r( Satzbuch number) 
an v/as found in the original message, 

Thi3 process of the l’angens Tc.fel is called its :.ocret, It is 
quite simple, however, The first 5000 lines of numbers ( chosen by lottery) 
arc complemented by the nexfr 5000. The latter 5000 are so made up as to 
result in 0000 when added to the 5000th line preceding it. See example 
on pages 1 and 2 (supra) 

S&rst group on line 0001 when added to first group on lino 5001 
will equal 0000. Same is true of 4th group on lines 3433 and 8*. 33, for 
example, otc. So - 

*7hen 5000 is added to lino indicators and the groups in these 
complementary lines is added to the mess ago (rather than subtracting the 
groups used in encoding) the desired result is achieved. 

4) Upon completing the above, the message is readily changed 
from numbers to words by use of the "Satzbuch”, resulting in the original 
plain toxt message, 

b- Grad Tafel (G.T. ) variations 

According - to informant, the G.T, is identical in theory to 
the T.T. but merely uses different numbers, ft may be used alone or in 
conjunction with the T.T. ;e.g, one line of groups may be used from the 
T.T, and a second line from the G.T. The system used oy the pc — 




The line numbers which have already been encoded by adding numbers 
from small cipher pad are now converted to letters £8 letter group) thru 
use of above table, £.G, 


75 91 10 37 
NU PA Bb iki 

Pinal line indicator ae it appears in the message. 
Sample final message; 


No. of lcoy T.T. 

cipher pad lines 

mag. no. I^t e of MO. us ®d( small) indicator 

•'Auswartige Berlin 141/04 4160/)- NUXABUK3 

05754 71289 54321 

..... ..... • » OOOKX" 

no. of socret groups 



pe codings : 

1 ) The decode requires the receiver to have a duplicate small 
cipher pad, the number of which is indicated by the second number group. 

(see example above), It also requires an exact duplicate Tahgena Tntfcl. 

2) The number groups from the T.T. which were added to the message 
arc determined flow the 8 letter group (group 3) in the message; 

a) Letters are changed to numbers from the table on the cover 
of the T.T, b) Prom these 8 numbers are subtracted the appropriate numbers 
on the small cipher pad; c) to result in two groups of 4 numbers which 
indicate lines in T.T. from which groups have been added to the mens age. 

3) At tide point a procedure is introduced which simplifies the 
mechanical work of decoding. HatJjor than subtracting twice (i, e, subtract- 
ingeach group which had been added in encoding) the T.T. is so constructed 
a b to permit decoding by addition process only. 5000 is added to each of 
the line indicators resulting in ndrw line indicator (a complementary 
line indicator). Then the two acta of groups indicated by tho "complementary' 
line indicator" are a dded to rather than subtracted from the encoded message. 
This results,’ heft/over, in totaling up to tho seno nunber(Satzbuch number) 
as v/as found in the original message. 

This process of the Tangens Tafel is called its secret. It is 
quite simple, however, The first 5000 linos of numbers (chosen by lottery) 
aro complemented by the nez$ 5000. The latter 5000 are so made up as to ' 
result in 0000 when added to the 5000th line preceding it, Soo example 
on pages 1 and 2 (supra) 

jirst group on line 0001 whan added to first group on lino 5001 
will equal 0000. Same ia true of 4th group on lines 3433 and 8^33 > for 
example. etc. So - 

when 5000 is added to line indicators and the groups in these 
complementary lines ia added to the mesa age (rather than subtracting the 
groups used in encoding) tho desired result is achieved. 

4) Upon completing the above, the message ie readily changed 
from numbers to words by use of the "Satzbuch", resulting in the original 
plain text message. 

b- Grad Tafel (G. T. ) variations 
According to informant, the G.T. is identical in theory to 
the T.T. but merely uses different numbers. Jt may be used alone or in 
conjunction with the T.T. je.g. one line of groups may be used from the 
T.T, and a second line from the G.T. The system used oy the t? o ~~~ — 


